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Yu llyin
Ministry of Emergency Situations of the Republic of KazakhstanShiltain

THE USE OF MOBILE CONTROL POINTS
DURING EARTHQUAKES AS ATOOL TO
IMPROVE THE EFFICIENCY OF
EMERGENCY RESCUE OPERATIONS

Statistics show that most of the Central
Asian Republicsare located in a zone of high
seismicity, where destructive earthquakes of up to
9-10 magnitude [1].

They caused significant destruction to a
number of cities and towns and claimed tens of
thousands of lives.

The Ashkhabad earthquake of 1948, which
killed, according to various estimates, from 70 to 90 thousand people; this is the
Chait earthquake of 1949, which killed-28 thousand people. And there are many
such examples in the region [2].

Seismological studies in Kazakhstan have shown that a signiBceatis
occupied by extremely dangerou® 8 point zones.

Confirmation of this is the Kemin earthquake occurred on January 4, 1911 in
the valleys of the CheKemin, Chilik and ChofAksu rivers, Central Asia. Its
magnitude was 8.2 on the Richter scale, thiedepicenter was located at a distance
of about 40 km from the city of Verny (Almaty).

Despite the power of the earthquake, the number of victims was relatively
small, as it occurred in a sparsely populated mountainous area, where people
mostly settledn light tents.

According to official data, the number of completely destroyed residential
buildings was 616, requiring major repa8l, houses with lighter damage to
foundations, stoves and plast10, destroyed commercial premises and
warehoused 21, damageeB97, nonresidential buildings destroye2000,
damagee2000.

In some parts of the city, deep soil breaks were formed in the form of cracks
that reached 1 m wide and 5 m deep. A total of 390 people were killed, with only
44 of them in the city of ®rny itself.

On may 22, 2003 in Zhambyl region n
M = 5.5, this earthquake was the stron
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M = 6.3 occurred on 22. 03. 1865. the number of completely destroyed homes
alone was about,@00. significant damage was caused to the economy of Southern
Kazakhstan, and significant efforts were required to restore the affected areas.

On June 13, 2009, a strong earthquake occurred in-Gastern Kazakhstan.

The city of Tekeli, which was dirég in the epicentral zone of the earthquake, was
the most severely affected. The intensity of concussions in this city reached 7 points.
This is the second earthquake of this magnitude in the city of Tekeli in the last 16
years. The previous earthquakeuwted on December 30, 1993.

Analysis of the consequences shows that an earthquake, even if it is not very
strong, may cause a mamade disaster at critical infrastructure facilities.

Under the objects of critical infrastructure in this article, objectspbrtant
economic significance for the region are accepted, which can include potentially
dangerous objects, IHeupport objects, transport, etc.

The reasons can be different, from the disruption of the technological
process at these enterprises, to destruction of improperly stored and buried
dangerous substances that can be released into the environment with all the
resulting negative consequences. In addition, the destruction of energy facilities
provokes fires not only in the room itself, but alsdhe open area. Fire products
pollute the atmosphere and are transported over long distances, falling somewhere
in the form of acid rain.

Accidents of railway trains loaded with dangerous goods are particularly
dangerous.

The damage caused by such emadgies is usually very huge, since in
addition to eliminating the consequences of the actual disaster itself (restoring
transport links), we also have to deal with secondary damaging factors [3].

In addition, the complexity of eliminating the consequencéssuch
emergencies is due to the remoteness and inaccessibility of the emergency zone
from the points of permanent deployment of rescue and recovery units.

In these conditions, factors of mobility and responsiveness play a crucial
role in the activities b national authorities and emergency response forces to
effectively overcome the consequences of accidents and catastrophes of a man
made nature and natural disasters.

The mobility depends not only on the training of relevant groups,

availability of techical means required for their rapid movement in areas disasters,
but also on the quality of management [4].

One of the main requirements for the process of effective management is its
continuity, which implies a constant, without any interruptions in the preparation
and conduct of restoration work, the impact of management bodies on subordinate
units in order tasuccessfully perform their tasks.

To achieve continuity in the management of emergency response forces, it is
necessary to ensure the continuous operation of control points and reliable
communication between them, with subordinate, interacting unitsl, Fbecutive
bodies and higher management.
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Currently, according to various data, only 10 % of critical infrastructure
control points are ready for operation. Other structures require ciirdeh®o, or
capital72% repairs.

The technical condition of suchpoints, as a rule, does not meet the
requirements for their intended use, and for their restoration, configuration and
current maintenance, significant financial resources are required, which are not
provided for in any way by the budgets of enterprisgs [5

Thus, in modern conditions, when organizing continuous management in the
conditions of destructive earthquakes, the role and importance of rapidly erected
mobile control pointds increases.

A mobile control point is a set of hardware and software tolalsep in a
mobile module and providing the organization of linking the point to data
transmission networks, including via satellite communication channels, conditions
for recreation and performance by officials of their functional duties [6].

Currently, tle Civil Defence Academy named by M. Gabdullin MES
Republic of Kazaakhstan has formed and submitted an application for participation
in grant funding of scientific projects for 202022. As part of this scientific
work, it is planned to adapt a 400t seacontainer for a mobile control center,
which allows ensuring sustainable management of measures for the restoration of
critical infrastructure in various climatic areas, without the use of special
equipment when installing them in a disaster zone.

The preent invention relates to the construction of contaiypee civil
defense structures capable of protecting people sheltered in them from the effects
of air shock waves, radiation, chemical contamination, -eihlosive effects of
conventional weapons thare subject to transportation by almost any type of
transport, as well as being quickly installed in a safe and reliable style with the
formation of hermetic structures for the required number of sheltered [7].

So, if we assume that the management of augrof forces intended for
conducting rescue operations is a complex organizational and technical system,
then there are at least two ways to improve the efficiency of the system's
functioning: extensive and intensive.

The extensive path involves ancrease in the number of forces and
resources (without restrictions on funding). An intensive path is associated with
increasing the degree of realization of the potential of existing forces by improving
the management system [8, 9].

To evaluate the cordl system, we will use a topological analysis of the
structure. The structural characteristics of the system allow us to evaluate its
quality from the point of view of the system approach [10].

As a rule, when studying the structures of control systenes, ntst
interesting properties are those that have a significant impact on the effectiveness
of the system, such as: connectivity, structure diameter, compactness, degree of
centralization, structural redundancy, the indicator of uneven distribution of
conrections, complexity of the structure.
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As a result of the analysis of the initial management structure for earthquake
response at critical infrastructure facilities we get the following values:

The connectivity index characterizes that the structure ofrthlragement
system for earthquake response at critical infrastructure facilities is medium
connected.

The structure contains an insufficient number of information
(communication) links, that is, there is a need for duplication.

The index of inequality in # distribution of links revealed an
underutilization of the structure's capabilities in achieving maximum connectivity.
The parameter value depends on the design and purpose of the structure, and does
not determine the optimal system.

The overallstructural proximity between elements is average. The structure
has a lot of direct connections between elements, which indicates a high reliability
of information within the system, but at the same time this fact shows a large load
of system elements.

Thedegree of centralization of the structure is 0.46 (average), which is lower
than the indicator of absolute centralization equal to one. The structure contains
elements that are centers for processing and issuing information. This indicates the
ability of the system to simultaneously perform several operations, which is very
important for rapid response to emergencies.

The complexity of the structure is high. Due to the small number of ways of
passing information inside the system, however, the risk ofnguiand distortion
of information processed in the system is reduced.

The diameter of the structure showed that many elements are connected to
each other by direct connections, so there are information delays in the system. The
system under study has anuffscient number of connections, i.e. there are no
backup options (channels) for transmitting information, which indicates a low
reliability of the system.

The results of the analysis of the topological characteristics of the system
with the inclusion of mabile control points showed that the quality indicators of the
structure have been improved or preserved, namdéhe diameter of the structure
Is preserved (i.e., there are no additional message delays);

- increased connectivity and structural redungamnd with it the stability
of the system;

- reduces the degree of centralization, which allows you to unload some of
the individual elements of the system.

This increases the complexity of the system structure numerically, but this
only occurs by increasy the number of paths from input elements to output.

Thus, analyzing the results obtained, we can conclude that the use of mobile
control points improves the indicators of the studied management structure, such as
efficiency, structural stability and irtea.

The management structure with the inclusion of mobile points is able to
perform tasks for the intended purpose with the possibility of -éreeroperation
at least specified.

17



REFERENCES

1. The Committee of emergency situations of the Ministry of iatesf the
Republic of Kazakhstan [Electronic resource] // Official website of the Committee
for emergency situations of the Ministry of interior of the Republic of Kazakhstan
[website].Mode of accessittp://emer.gov.kz/ru/deyatelnost

2. Brushlinsky N. N. Safety of cities. Simulation modeling of urban
processes and systems [Text] / N. N. Brushlinsky, S. V. Sokolov, P. Wagner [et
al.].T M.: FAZIS, 2004 172 p.

3. Shelters of civil defense: constructions amdlculation / V. A.
Kotlyarevsky [et al.]i M.: stroizdat, 1989, p. 195.

4. Special tools for improving the explosion and seismic stability of
buildings and fortifications: textbook / A. I. Shubnik [et aNizhny Novgorod:
NFVIU, 2003, p. 39.

5. Fortifications of pliable construction: scientific and methodological
development on design and calculation / E. S. Kolibernov [eti aMoscow:
izdanie VIA, 1982, p. 117.

6. Bonen, Kh. |. Construction of protective structures /B. |. Bonen. M.:
Stroyizdat, 1986, p. 39.

7. Petrov, M. V. Modern principles of design, construction and equipment
of protective structures of the CD FRG /M. V. Petrov, A.V. Fomichev // Objects of
civil defense: collection of scientific papersM.: Central research Institute of
industrial developma, 1991, pp. 791

8. Construction norms and rules: standards for designing protective
structures of civil defense / Gosstroy of the USSRI.: TSITP Gosstroy of the
USSR, 1985, p. 60.

9. Recommendations for the design, construction and operation of pre
erecte@l protective structures of civil defense / GKChS of Rusdid.. Voenizdat,
1993, p. 151.

10. Ariflanov S. B. Topological analysis of the organizational structure of
the duty shift, the daily management body of the emergency situations Committee
of the Ministry of Internal Affairs of the Republic of Kazakhstan. Information
collection VINITI RAS "Problems of security and emergency situation2016.-

- 3P.4147.

18


http://emer.gov.kz/ru/deyatelnost

Idkfkts ¢! [ OudOkt,
1jdzj eOdz dzr 2 MjCStejlsOte! [ j
st OdzdL Oydd ¢ @iy HOdzMS 52

90 Jruv frrruvlistfr
JT191RITOARR Lt Orr o1 us B
J1{t 13

1 i ®dt LObktEtdizls StdLd
e d dzd OdZlstesf 5¢ j dzdats € 5 f t
ljtstsWadeBﬁo[dz,q’fr]W o) WSdZJdZ
W cOL tclzh dlsj dz d 7, Uj® (o
B \ OMmisdzsmisd dzOo tsSHdzj ded W dgd, T
d d §OdeH ] Bd"W dIts mdzi O iEdstss i d 1
bmged Yj tizts o §j yj mMlsoats dzOrtsH dIlsmw ¢ 5

4 &B3d

Iz ozw B

s dzd $ sets: dzd BSGOIsr j, dzd B JH §

s f j dedats o Oy dzfs, tcOL tcOBBKQEISI YlstcBH

1 o kEw L oaddismis! MisteOdz d tdmME Mmisdna
odH ] VY, c;;dz.gt;sl(isjnlzJ [ Stdnyls s dz§j didz 9 h ¢

Odzdw s dBwBtedz" = Y dlsjdzj2 ot oty d3W o

z tc : f OV Isdzed € 59 , d MBLHOd 9 19

- g INo

=<

Sl
G T

L sdz' e. Cls
ZOtctsH dzts?2 tstcc Odad L
dzOfmJ dzj ded W, d Bk
s 56 j dzdz’ 2§ Ols Ofn .
| Y HEZ dzOtc s H dzOW tste@@ﬁzlﬂ’l@tqs{&tetsakf@xﬂpi{J)
' fizh jMmisetse Oded W M3 dzed dz hdgMmis @
dzw d ®Glsdzdydzs L Ote 4led34dZHlsaOdzO
fl]tQJHCf mMotsdm ydzj dzse o YOMmls dzts
ra Oy zptzdz = dz@O ©WOLodIsdj dzOYyY
? tBttctsds . JthIZQOLOdZerJ i tots
d 4ot ls dz©0 My J g %}ngdd flste,
H tc

&
©
=)
N
§ o
Q—.

¢mmsud0udw Ud &
ydj?2 CctO)yHOdMS 2
iMse® d Ctky O h
to ts W

Q- NG G—0o3=

P ITEPIFTATOFRFAF O T

O
O
f
s

i

N

o)} B
SEZE-4

T A3
or3g “

d, afu’tsdzdzw*fh ¢ L OHOyd
sets d o jtodes@ts GO GetMmMkzHOt
Bsy 4 Is Izlsa;te>| OISJ, Yylsts tOMmy
YlstsB ' ) H dzty¢ iz ftetslsd o
thtsd3; sts@ 5, alsL dchCG)Bls das o r |
zv j Isfqw s s 3z g'lsHlsac;tstszq’Jd:s.
{1 dzOd34te;aO;lsan ftctsHtsdzy d Is mMetsd H
Csdz EZtotso dzj , Mo s  totsdz 9 dJjdzHO2M
© BJH fnls%(ﬁfao d®OtsHZ 0,1 56 d&zOo dzr d3 tsB 6O
HJ%BG@ﬂWwaSLmrSB% o MByjlsOddd M
FteB OdzdL Oydd d dL dzd dzgj dedj &3 € dzd 30O, o
CWWjcCls o[adz:rsfnlsJ BdMMd2 [[J1f BEH IS
CoOoyjme iz L OHJ 2 Milso o Odzdz" n mMei jJClsts

19

e.n,wo“-
&

o

- c (ﬁn

DIFQIPANSFT Qg g NS TN
§&
Q—.

TSSO NH FY
o n

&
=

0
o
<
=
Cr3aITLgEIFTIOA

s T
o F
SN
L)



MisOlsj e duj MS dn f Otclsdzj tetso , kjd L WWjiCl
ftoj HSlSo O j dzd ¥ SBJ MY jujdds ctlstse dzsfls
tcj OBddzdlsOydd, O Mteh jMlse O BBdjj kMists?

t dfbkzditpQ wis | dzf e B 2Ot H des2 5B F O Rz OF Y 5B BiotsC

1 59 OBd30dzH O tolz € figts figla Hosh) @Af @ j Y dj Hig) delDQiz! dzts
O3y dzji  d R Ndels@zdzd Is | dz' diatsicds] sy @] ts Otc W
toj HY o[ 2 fgd®©e dv 5 sy d o dzj dad © itGGOdzC{LOud(

1B 2 MmMlsOtels Hdzv [fotsd G3zd Lj @GaPdnds dasiis ffIls |
dzW ts tc zf{teesmfiipida Otcfmis o s B licfyle Goalde@BiiFd Oc d Is O
dz {6 oedry o hdgdemiz®  Ms O j 6 ¢ uj M QudsAeg Ot
Of BSd ", St el ¢ A5y 5B dzj G5O
sMisdnd2d &3 B J HMiss @y SHHLEOHISC tzd3Q dizd QY §f dzdzPO
shMzu-QuizhEE® Y W d dzdotedsiy dgj dzts o .

RMa SHW dL 1 s 5% H dEGstafftsiddadzd L Oy d W ] 6 Oy
Segd'[ | fdMszfOjls ¢ tj ORESGHEED sz §
s Edzdsi z HR&NEGG Glksuylls s ¢ Oy i lsffyy 6 2

J c@its? o B dzd c Bl ~Gaf 5dz20dz! dz' ~ BY YO ls dz® s tHRB3H dft
Bshd. o *lsls?dz@ltmﬁu‘aiﬁloﬂﬂlﬂfrﬁ“LBSOlS’ ftid
f
tc
f

¢
]
d
H
dz
f
G

d Mlso EfldteftRC Is 2 to H dzV ( didQjL ctidgptdsHodaids ts-tc d3
Oadzcjc[dxatﬁ‘@ls{_?,aﬂ:cf@j;lzﬂﬂﬂsacﬂ?dz@lsﬁ‘#lﬂscted@ﬁtkdzu@ki
Istclz d3j dzls™ f3te glzq s Is & tffidedEdaddvH, Oy d d OHOYf Is

tGCfff]Q@d?,Hfr]lSSCf? ) Mslse jIsMisd BsEAZE yjMmis

tcd HEMBOIstcd o O RIREGEVS Hitizts LIrHz@GBdE]j jJ6 dWs dz0 d2'Ode™ nl 1§ C

Ofmh dte dzd 4 § telE ©Ezd Y @jdetH o

1 dzOIsd§'ts te B kzgHdizlds) G te d tc 5y IOdAA ISFeftc Oz H dzv 3t

d mMStselz yJ dzdwv MEzei d € Gsto O dia@Eigad dedv d dztse

20

& ﬁqnansqu%
ﬁ_chm-mu:r, - w



fSHR SHHEBREDddksects tj ¢ dsde@z0O s ¥ SdBRR0)dddg" dg' dz
CsMkzH OO O DdF 2zls tc Odz! dzts 2 @ W tadjCedis gz DicMmis o
) dzd X dzifEless AR S @ Mz H Otcfls o O A Hdpls tc O dz' dats 2

[ i HEdRZOtBH dZOW dzOHf 15 @t iz dzO W sted3d tets o O dzd 4
1 QﬁjlstGJldzﬂm@dfstelsa Odzd v , ¢ OB tifis AsHOEAS tebts oyrOdy- Isy J
L OteJ ¢ d Mis tc dzf steOdids Wz t5 ¢ © € @) dzdsYytfddadg2h d H dz
B Mstese s HS GUB&EBE 5 ¢ smHs @zkMils dfiismistc OH Oc¢
Yyted L 9" Yy0O2 dztRdAdisdff 15 ] @gafadihts o d W .

1 © Mtse jtoh j dedets € S dgBdgy Gejicrsp jdigtse ftod o j toy
YlstsHydzeso © f sMisOo dls' Mmidalze @ dztf z © Q-off fipls oD
Hiy2Mlso OO B3O dz' @ztpdzst tc saticlg g s O dftdgddHlsy 1 Ists2
{66 Odzd L Oy dnd dfosufSar we dzv j BV
sB M d dzO a3, SNORN a3 H M j SislectoOtg BE O B s jdds[ Y Jif ,J tc
f sfdzj o dgtc3tsh e .

{HA&2O dL Y§tosadisk s fsh fdz) bz gz dzsisd s
fORW s &'slslztcr .

Il fewrLd M yj d3, fzf B BolAsildANtg" cla® frytsdisvic 2 H dzo
1 Is 9B dzO fipls d j dz' W ts to d3d tossto Oty df) g e j s o fn
¢k H Oglzs dzO D .

urs 614.8.014

R. . §kdjweBefpadadiniste §5 yiLoer YO dz
timMfezeddSd sOLORMSOd

lrtelrsvrRI3 1Pt RI[1TI1LRC R
t o1 I RURC tJaJuJUur Ml RY[HS
s{fV¥frsu ) 1 2 [t200 & 1 [r

1 O MJ egtsH dgv M dzd 2 H j dzg t
5t ts dz 9 YydLdzed dz¢ H 2
fsdz LEjlsimmw 9o COyJ Milse
tcdetslstsodzy dzdvw ¢ dh (d, €
1 4L, shptsogez dzd®e dzv §
j 4 Bdzjy G3s?2 yoOMmis: & dzOh j 2
s OMmdz” d3, SYusdHH Q tsalzlsActsHix
[ 14 GtSH dzts ) toj L Edz! SOIs
ded Ulsts) Op b)Y d ddzfnls d dadk
Mssd diigtsMmis & o i3d dzdzd OteH ™ dzy mMdz J f s Ot
L J dgdzd, dzOdetsfyw Mmjte! jLder 2 EHh jteB d 6 dBj dz

21



1JdLOodmMddiis s f OmdesMmisj 2, Mo w L Odzdz" ~
mMdzz y B T d dzzH(, fsmowlsdeh dj Mo B tSidL
otLH]j2Mlsod?2 sy Otttse, Cltter j dzj dL B j ) dzts

1 tod Iskzh j dzd d f s Otetso mMf OMOIsj dzd f SH.
fesdkzyj dzd W chtedEnf) Bscbkls otsefmy f sede dzizls
sBWYWL Odzdets s 2 .

¢ dzO0Odzd L , ftotseo jHjdade 2 [ ddzd'ds J ighfls & ®agd W
tdmMfzedzd S d sOLOAMIsOdz, TCOL™ 9 0] Is256 ylsts
f sy Otetso . 1 tod Is izt jtadgdidz dz¥f Is P © jo s off ts dzlz2Ay j dzdz'
f sy Otedz" =~ [l]. 56 dB dzts

I i3 diBts sy Oteseo a3 ¥ smw d ]2k sdzOdzmdz |

-Qockmls 2001 MEEZAO sBESgacdf OMso ) |
S OtcOGC OdzH d dz ¢ 6 A § tS5jBdAdESisddlz ¥ Oh d J f 5 dzlz yd dzd
fisd ¢4 ded ;

- BOls 2009 GEtsHO, oLter 9 MEAZOHO Mt o
csOLOtefj dzOdze B dzd L CstcsHO ¢tcr M v teC j
YJ dztse j € O, ®dzz wd ddzfs otg Qdzjfdzd W ;

- d¢ dg 2009 ¢etBHO, oLt 9 MEAEZOHO BESJ
s11 o ftsmMjdl] sOLOt?2 ¢ dziz0Ilsd dms?2 B dzZOM

- Qeaclkzmls 2013 G6tsHO, oL 9 YAt ~
CsOLOrRoL offtcsdze, HYtsedBdzs 4 yJj izse j € O;

-Qoackmls 2024 HE&kkOHOoBtBjftcdf OMses o tsd
BdzdL cEttesHO uvOttOL r O3B dzMCts2 B &ZOMIsd,
od Misd;

tdmé¢d d ©sfomdshls! g OMPE Y degd 2 § 5 @Y
dzj sB R tsHd BBsMls MsLHOddY fHtoslsdoetstf sy Otcdz
Bsclzls d@sfsdz OHOYd, HtjHMlsOoadzwes hdj ftseorh

t sBBIstslsj mndzd yd M dJ mMtcj HMMIso O f ) Otetsls
or ftsdzdzj dedwv Mmdzf3h ¥ hdr L OHOY

- stsdzlstetsdzr d kM jddi ) Ottse;

- [ sdedsstceddzc d tOL o j EUOMisE &fgdzr = Mtcj H

- 1 sd MEHo@OIs j dz' dzr | OB BIsT .

RMatsHY dL LOHOyY, toBtltlsjrddyjmMcdy f
zO0 Mmdzj Hize MGy clzifr

- MsOyd sdzOtedzr j tcsBtsisdL Jtotso Odadz" | Iz f
ftoddzj dgv ¢ Isfqw  Hdzw kM j dzdwvw BOdz, » tsSENLDS t§ edzddf
sy MdMEJsd s tc Od3d3d tc s & O Liztf Ve dzizwz dzd J
dz' StcOW ddgdzj b s® dgdsdey B dzOtclzy j dzdWw ff ) Otets 9 ;

- i3sB d dz' dz" § tesBtslstslsj ndzed yd M<SdJ fMtej
E§f tcOo dzw 6 Is fipw H d gy O dgy d ts Blztdztz J Mdztsy dglz ©
ftosctcOBRBRJ tetso Odzd W d EkfttOs dzj dzd W , dmt tsdz
ojhpgMmsh OMMMd, odHjBCORBjter, IsjfdsedL ster

22



-9 MG lsj n dats dzts ¢ d iy dg'j jdzts otg tLBiIS® Hzis & dz'd j "
EftcOo dzw 8 Is fyw HdMmis Odzy d ts dzdzts dzd B ts fn d fr
d dzls | dzdzy €l$ ® Is Mdztsy dzj 2" § J fiosetcORBBZdtetso O
My J yd Odz-dd® L~ tcdPdzj tcfig® |, COBRFEE, OBRBEOCHBY sdOL
HdzZw B dzOtclkzy jdedw ~"ddBJyYy MSdr tfOMmMde = o jh

vsO0Cd] dBsBddz dz" j] d or M Blsj rn desdzse d ydz
o OXMgd]LtsfOMmd § HdY dfHj2. [dd ddh{td
odL z0Odz' dzlz s COdj tclel jb] o™ J M demMstode | |<
Bsc kzls L WWJClsdoe dats fjtcjoH O lOdz' dafsddytts B8 3P 4
fesdMaHYwh jd3 98 Ltsdzy icj Lo yordzs2 mMdlkizo

RLEYoOw t©wOLodlsd) wBBlstslsjrdzdSd © BB A&
Bdtej , By datsc g "enj HdBpls[E B o esB dzOfMldsd . &z h OS  J
t smimds , fls tc O dzr [otesMBssE L O d sdl0O2. Gl
mMzj Hzs g slsslsj ndzd Yy MO g minmtcg HBReDOt - (& Z ¢
Turbine Aided Firefighting [Smachuvale [ &.
(t smipd™ a1 fwddl 7 st smimpdw ), ftuvs Teodor
tcOL i3 dzd tes 840 dz(( ¥ SPFYdJWCR 60 (s dls0O2) d Htclzc
lthJanlsOadzdz,ishsc{ﬂ;Bdms;’ tesBSIstslsj mdzdyd MSdd M
M WEedSydj?2 t©OLe jHCd, O dzgj Slstster j ddi3j ¥ s

1OtGWHIz dzJL¢m]@ﬂszd3 tesBtSIstslsj mdzedyd MS d
ftodd3j dgv & Isfmw BJ MY ddsilsdz | dzj sOlsj dz' dzr j
ftosdLoBHdI! odLEZOd dz 2 Ghdislste L sdz" Ytog

1 My ddzsilsdzd € d fsLesdzvwsls B Mfjydls:

L OH'" d3dzj ded 2 , s QyyHjjdardVs + dzjLfisddzlzs o] Otetso ,
sBMdzj Hse Odedj Isjtetcdlststcdd sy Otc®, 0OdzOdzd L
otcjHdzr 7 o jhjMmlkse d dr SCStdeyj destcOydd.

1 BBatsHd B Glsdjilsdls! d BJtctse iz f tcO
ftoddsj dzgj ded® 11 [ ¢ fted Iskzh j dzd offte jfLtseOue@d dz’
MdiszOoyd2 o yjdasdk. 0detdij EMfjhd -
HtsB ddzd ! t sMipdV sdlso2 d [¢C.

dZOfr]lsBWhJJ atG;d3W O otsttckzy jddd o Is
dimlsjtemMlse ®© s yYtejLor yoRdzgr &3 MdlszoOydwc
4 Hil4d Q. [dzd fHtoj HdgOdzdZR g dztze @ dzv sdz {f S+
ndzse j dedzr d3, fJtedtetsHdzr o3 [QtcjL o yoldzr s fd
RMftsdz! LsoaOdzgdj 131 [ ¢ © §tSHGOLH Az ddwa

— N O %)
& —

Bhsctsd SCOLT 90jls L dOydlkj d dsj oddwd

o s
fwdodzg g defliftcj Hislssujdedy Mddz d M) HMise
ftcj HSISo O O tOLoadlsd] vytejLor yoldzg n Mdls

1 6d 3 daj dzdfi s 4 () J MpYfsz@LaAEM s Odz HdeQ HE)dSTOD A

23



195

150 109

e &
S & O & & S S & §
S $ & S $ S )
& F & F
o N & & 29 & N 2 N4
S8 > e > SRR\ .
& ¢ & &S §
SRS &~ &
g Nt o S
v Q & v
&L & §§;
* >

t Mk disOsddf yj Miso s} phdy stsemdzj Hise Odgd W L ts5dz
9 tiMmMfeBdzdtj sOLORMOd

1" MmMstes] twWOLodIsdy ddznikzmlstedd or MsCdna [
9" M slsj mndesdztse d ydz n Emlstets?2 Mise so¢dn
(lsd f aztsg dListedBBc O " dj sy Otede” &3 codHJIs!
f sy Otcdzr J] tetBBilsr, Colstsi’ jcOBSdalzls izt tlzf &€
dzj Mls OB  dz' dz" j H dzW f sy Otedz" =, BJ M ddztsls
fsLosdzveshdj] EZodHjls! ftetsd g-ldsdHy'hjjigé dios dzjjl

J zOMmistsw h j | otey dBW sy Otedz" § tesB SIS
Of f OtcOIlsr BsHIW dydtewzs N Hfts as'nddzd h 1©F Asdrts dzts
sdzd Bscdzd qetcOls! OCIsdodzze tesdzr o Iskh j dz

14 Mlstsdls L OB" 9 Ols! Ylsts odzgjHicj ded ] tofSE
ZOctkzL S dz2O0 Yy Otedzr | §JSHEGOLHJ dzj dzed W, 0]
BJ LB OfmdzetsMmls Is O dz, G HOpts ytfdigs] OdeadiZ fij Is tdfteilds' r. ¢
sBdMjudoeaOjismw sSfldddL Ooydw nfOMOoOlsj dz' dz
tcO2 sdzOn d ftesdLeossHMmMIse OF, gddzj ¢ h dn Is 5 dz
MlsOdzydd, dBsteMSdy dzj WisjHBBT 908 hdj MmlsOday

Lyud dzr &3d  d MY § 5O Gpdre@aBslsd ) f)dzj H e O ded *
sB dzOMisd twrp BEEE | bdd detsdzs e d 2, O d d3d dzdzts
1. ¢. MmOt ] o MC d 2 (t smimdw ) , Abdul .Waris Mén@is d yJ d
( s d IsA&bdu) Haleem Abrd 1 O¢ d Blls O dz)

Il rh jEZzCOL Odadzr dzd zyd dzr d3qd tcOL tcOB 5ls Odg
tesbBtfL qtotso Odzgdz" = MdMmMlsj i3 sy Otetslskzh jdzgdw, €
co¢ ZzO0 s Ofmdz - ftosdL e sHMise j dzdzr n sBi j
HdWlisj dz' detsfis( .

1 © HOdzdzr 2 disdzj dzls ® s OLORMisOdzgj OCIsdoe
Qo lssdizkOIsd yj MmS< dgJ tcsBtslsdL dtetso Odadzdzd v , fi)
Bz W zdzydtsdzOdz! dzr | OHdGSEftcOQodzv j di3F J tots

24



1 B dmnr sHW dL Moo tej A3y dgdz" = o Odzd 2 , 0]
s OfmdzsMmisd HMY ONOBPEERs: & EBsyjd L OBJIsd
tcsBtslstse dzj 5B R SHJ BS.

Il T MsC sls j n dats dzts 6 d ez fiatsopOdss s z h j dzd W
mMtse j teh j dzMise 2 Isfw Ylstser dr By dzts BT dzts
dzj Bsdz' "drn f sy Otctse , sO¢C d dzO oLt atstst Of
Z te ts dzO .

J BdzdyO2Mh jj otojddw 1Isd Ijnrndatsdzedd
M OmMOs P O@cez FsMdlszOyd?2.

JRULT O@ U

1. [WdydOdz! dzr 2 MO2I [ dddmlsj temMlsoa © s
tdMfEzedzd ¢ d s O ht@s/mevEgte . kz/meRleket/entities/ ( H OIs O
tsB tc Oh JLTRH.2022).

2 . 1 S99 sMmis dzts § Angj Jlsdefig ldsgj s Sputnile ¢
URL:https://ru.sputnik.kz/20210827/khronologigaomkikh-ChP-na-voennykh
skladakhv-Kazakhstanel17973273.hth( H Ols © s BB @Rz W :

3.L. E. Parker and B. A. Emmons, nCo
mul tiple moving targets, 0o Proceedings
on Robotics and Aut oma289on, o Vol . 3, 19

4.Et. TingLi Chi e n, ADetection system of s
fusion algorithms, 0 The Fourteenth 1| nt
Robotics 2009( AROB-712009.0h 09), O Februar

5. Fire Safety Tips URL: https://firesafety.tips/firdighting-robots/ ( H Ols O
tsB tc Oh JLTRH 2022).

6 . djilsjotsy d L H O dzdURL:httpsH/firemamchul/statyil u b é
polzovateley/robototehnicheski®mpleksyimchsosnovnyiemodeliopisaniei-
tth( H Ols © tsBIZ@RYZ] W :

7. ) tsdzj o I .1 ., r.r0dedsts dzi0dixdz dzts fiy Is - ftcd
BJ M ddkzOB j dz2 dzr = Of f OtcOlstse o Y BHWGOL HJ
L O s/ QSO d tsBtcOL tso Odzd j . 1R02% tc OM4B).0 dzfn € 5 2
t# 5561

8 . [BiMmMfjuyujdedj Yty Otedes?2 B L S Ofmdatsl
tcOLOBEISSd d ftoddsj daj dzd W f B © ¢ dzis tzts 3 dztb S B ¢
bdzj h C 50, g. ] . AOted yd dzs s, d. [ . Mt
] sy Otctso L tor 9 5BY 2y ®gdets iPlsr'.. BD. & . 1749.5DOI:
10.18322/PVB.2018.27.09.3®

25


https://www.gov.kz/memleket/entities/
https://ru.sputnik.kz/20210827/khronologiya-gromkikh-ChP-na-voennykh-skladakh-v-Kazakhstane--17973273.html
https://ru.sputnik.kz/20210827/khronologiya-gromkikh-ChP-na-voennykh-skladakh-v-Kazakhstane--17973273.html
https://firesafety.tips/fire-fighting-robots/
https://fireman.club/statyi-polzovateley/robototehnicheskie-kompleksyi-mchs-osnovnyie-modeli-opisanie-i-tth/
https://fireman.club/statyi-polzovateley/robototehnicheskie-kompleksyi-mchs-osnovnyie-modeli-opisanie-i-tth/
https://fireman.club/statyi-polzovateley/robototehnicheskie-kompleksyi-mchs-osnovnyie-modeli-opisanie-i-tth/

1 4. rdeBdMmse
ljHMjHOjd stkdsjko0 fesldo sy
J

[dddmis] ciieg ®of ®02d" 5 MdszOyd™ i3 f

{ Irt¢M VL YLl 3zr1 R

53 0
ny

CAAN[SURI1T [JHUR
grReuv[ [ 3 vitolfrirc 1 Juaf O
Ltorroresfs 102RU3J
1 d Md3slstew dzO f sMistsW dadzts §
GO HOdME 52 L Oh dIsT |, ) Is ts

slsHjd detsets Yyj dzsteOdzr dzts @ ts
st OdzO, ttBiMfjyuj ddd ©OL O]t
d mMf OMOIsj dz dz" =~ f SHteOL H J d

sjtctcdlststcdd MlstcOdzr , dzj 5B BH
LOCBdsHOIsj dz2 Mise ts ) Yy omlk

s jtcOIlsdo detsyls fteddgvIsdw
ey ddd?2 ftd bketsLj BJjHMISed3F HLEpispa judedt
Yytej Lo yo22dz n mMdlskzoyd?2 ofMmjn Y J dzlstc Odz' dzr
stce Odzats o sBJ M 4 ud ded § YyJj s 2 d +WW,jicl
Mded y j ded® tedMC O BjHMIsad?2 dzO vy j dzlstcOdz' dats o3
dbdzOdzdL Hj2Mlsoakzeh jets L OFC tsdats HODB dgz! dnfs o

dZ0 dzj HisMIsOls sy datsd3 |
@s@sugwwscs stc ¢ O dzO
dz' , difg § {5 tiytizef & § bz dg'teds B |

CGtcOY HOdzME B2 L Oh (
9LOdBsSHj2Mlsoadwy k
Yyd dzlstcOdz! dz" = d d3d
tcOMf toj HY dzj dedd MW J to Isa;lsfnlsajdzdztsfnlsq.
dstsedz®m MisOIs! 4 4 H O dzdzts G s 1 0¢ 5dz0 )
GtcO) HOdAzMC B2 Ll @& il to i fdad s yO2 dz" A md
oL &ZOcG Oj Isfmw dZz0 twkzCtseatsHdIsj dzj 2 14c1dzlstrz,G)dzJ
stcecOdetso o ftojHjdZOR drn Sl jlsj dydd.

J MlsOls! j 13 1 0Ctdz0 ¢  Cdshighff t§ dedpciidsyjddd! o
stec Odzts o slsdzgj mMjdets tojHEZftoj yHJ dad § Is ts dz!
Mdlsk QueEp0 Lo § sSHo j HiIsSHEMIse jdedz’ 7 B j S l5OR .

[ iMmisdzr | dMftsdzdedIlsj dz' dz" | BtecOdzr o Mtsts
sBJMYjudoOsls ftejHlzftejyH]dd] Ytej Lo YOs
IsjtctcdIststcd Odz! dz" d3q f SHtcOL H j dzj dad W d3q g ts
GOy HOdME 2 L O dIsT .

sO0Cddz tsBteOL tsd3, SdBf jlsjdydw yj dastcOdz! ¢
stcc Odzd L Oydd { to juddz i t@jr yuHoj? ddgf v mMdlskzoyd?
slstcOfdzy 7 4 ¥ dpted®R S Y d L dzj HLjOClss)drtis HAgRST) Isde! ) ) Is ¢
ftojHEMdBESEE, dzO.

J yJ dzv A Y S se s teOMmY tej Hj dzj dad W tsls
dmf sdzdzd Isj dz' dz" = e Odzseo L O o' ff sdzdzj ded j
VRS ftojHEZftc] Y Hj ded ¥ YytejLor yo?dz n mMdlskz O

26

5hu=htf_>
m @
H_('D



YyJ dzg MstsB tc OL detsO CodgtadmjOllsdfj joz! anls o 5 dzstedz’r , L O
stecOdzdL Oydd ftoesWddzOSCIsdyd MS dn d34telst]’te
o[fr]ijtsdzdchls.c;dzJ dzIr B ScOdZOBd daf Istsdzr $ 5 dzO
slstcOmdzy 7, ~SHWh ddz 9 MW jtelk dr ctsmizH Ot

inZBStGJdBJdZdEHZBISfQWthﬁfBISJer d ) o tots
tcjLor yo2dzr « mMdlskzoOyd?2.
dlsOls! ] PCBHRO tsftcjH]Jdzj des, yYlsts k¢ tso SH
dodzj ud dedg" &3d ¢ dzdS o dHOYJ dstea@®dzd o0 YP? d
LOd&isH j 2Mise W smizh j Mlse dzv j Is tczCtsotsH I
dsz0ydd.

rdzwsBl JSlsgEiEo" Yyo22dz' » MdbskzOyd?2 f stewi
ZdSodHOYdJj?2 fHtvwdis dzgj bkMmlsOdztso dzj dz.

s tctsd3j stsG s, stejBlZJ Is tcOMMBItsIstcj ded W
fsdzdzsdzsyd?2 HEBd detsflsdzr = dzd vy, dzOL dzOy0OJ o3
YytejLor yoldzr = mMdlskzoyd?2.

Yio 1L q0O2 dzOW mMdlszoydw Bsy j s o 5L dzd ¢ dzk
ftosd3j ylssS otcj d3j dzgd ( d36 dztseo j dzdzts, d3d dzlz Is
ftcdtcsHdzr = Wo dzj dzd 2 , MmMisd-d2dz = BJHMIse d?2
Istcj BlZJ Ismw lsq’JtGGIsq’adzls zOyOls! tOBBIlsr

J stsy 4 otcj d3w, M stedHdyj Mis2 I©sycd
MudlsOj s STSLdZCthJ? stsdzs €5 f B3] dzls© 5B
ltoj d3f Jed Mistesdz t M dzd S d s OL ORMIsOdz ¢ dzts

OB O

U
f
)
f

BOMh Is O¢dBOBR] fted Utej LBOMPO@E G. MdlIs
ltesyj HEZGO tsBi W o dzj dzd W YytejLor yo? dats?
tej cdMmMistcOyds HOdzdzr = toj N jdzd?2 (BtecgOdzr © fMmls
sO0Cdds sBELOL t5d3, H S o Miskzy dzj ded v ) fc
sBi Wodzjdedd yYtejLor yo22daes?2 Mmdlskzoydds,j ddzj o
Jd ddCeodHOYdd.
t 40 ddedy H O dzdzts 2 f totsB dzj o3 o sL Bisy dats

Metslse jIsMmisakzs hdr dL d&3j daj ded?2 o L OC tsdztsH Ols
sftcjHjdzj dgdWw ctejyddy ytejLor yo22des?2 MmMdlsizoy
ytejLor yo? dow fnq’lsIzG)uq’W ftocdtetsH dzse 5
MudlsOlso L dzgdCh j2 ) B zlsO cdBj dzd dz6 H !
dzs Hj2 ddzd Stk Osh j2 MmMtejH], L dzOydlsj dz
ZOtclzh jdzadw EfMmdzsead?2 Y dLdzj HjWIsj dz desfylsd dz¥

tzCtseatsHdIlsj dz zZdSodHOyYydd ytjLor yoO2 dzt
Bsdzj dzels© jj otsL ded € detso j dad v .

tddds Yytej Lo y0O2? dats? mMdlskzoydd sBi Wo
CtskzH OtcMmlilse j dadzr s st OdzOBd, M ftotsn BY HJ C
stcdzEOIsdo dzr » OCIstso.

[Hjd dzs 5 otftesMOd dzj sBotHd &M
sBiMJudddy §t)yOttdts?2 BJLEST OMdzsMmisd .

Il s OLOSMIsiGdg ftetsW j MidtsdzOdz! dzr | f ) Ots
dstc3OIsd o dzOW BOL O, wtccOddLtso OdzO® MmdMmlsj O

27



lted 1t Istsdz, © Hj2Mbokeh jd3 L OCBdetsH Olsj dz
tc ts dz ftoslsdo s sy Otcdzr = Mz  Wistedidtotse
SOz d&zO Bl j S IsOA sB Stetsdz dzO y d ts dzO dz!
~sLWwW2Mlse O) , 0] IsOC Y J otsf totsmr dn oL 0O(
ftoslsdo s s Otcdzets?2 Mdzzy B 52 .

vtejBlzj s sftejHjdjdd] MmMdmisj " §sHY]!
f sy Oteseo tod Hse toj d3j ldzlzfsdgdztd2y Ofnyts I d ocEf
Mz Br, o)y Otcder » YBHWGCOLH]JAzjdd?2 BiI jCIsts
O OS] oLOdBsHj2MlsodwY fJtoslsdo st 5y Ot dzts
O Ot @RI OIs j dz dzr dzd mMdzz y B O d3d ftcd i 5
ftesdLosHMIse jdede" = 5B J S IsOn.

l dzj Htcj dzd8] disHZA0 10EZHdIsO o B d&OMIsd { 5>
smMotBtsyHjdzd ] s fttse jtesE ofMmjnr B jCIsBeo
mMse 52 MesCtcOh j dzd J§ GsmMizH OteMmilse j dzdlzse s f 5>
f sy Ot dZzO Ctltster o dBsekzls § o dzj y! L dzOy(d |
LedtsdB3d ud MSdd ¢ smdzjHmisedw.

J 1 Ists?2 fMmewlL d, ftcj HdzZOG O j Isfpw Mir tcOdzd
Codzlstetsdzr dzO tsBi jJCIsOr ) d@3OMMser a3 ftoj B &
ctsmMikzH OteMmise j dedets?2 MmtseB Miso J dzdetsmis d .

[JHdddB dL {1 dzj &3] dzlsse Mmtseotej dzj dedets?2 fd Ml
By il MisOIs! wWOLeadlsdy dzO Mmdzse § d3d Y H k2 dzO
sls fsyOtese ) kyjlssdy foslsdotsyf sy Otcdese s MK

J f jtcolzs syJj toj H' YyJ dzi MssB tcOL dzts i
MistcOn 59 Odzd J-f tc ®BDY &1 Oz & Is o fy tsHNfipl® g jdatkatsdndstsfo S
M BOMMtser @3 ftojB" 90ded j s dzt Hj 2, dz0 Mmdziz y«
zdy Hted otsLddCdtsejddd oy 0d® dqdozd O Otd

[Bil jCIsdodz o3 ftoj ddiiszh j Milso s 9 dzj H tcj dzd
wWodzw jlsimw twOLadldy LOddzlsj toj Mso Odzglztzthits d
Istcj BSo Odzd 2 85y Otedets?2 BJ LY OMdzsMmisd, sO¢
BkHEIs ftevwdhs LOoadMmjls! s kRZtetseo dzw 1 ) Otcdzats

I1tsdzj j 70% sy Otetso tojeodmistedqtoclzj Ismw o

4 kyjbtsdz, vyt 50% sy Otetso ) JGCBHAB ¢

o dBO twOBBPjlsjidzj COLISOCY] kEyOMmisdeh ddzd
ftodtesHdzse s B' ssosets GcOLO dzj sBrtSHJC
tcjh jdedj oftesMmtse BjLES OfMdesmisd ©® H Odzdz =

1 smMls©e €O GOL O d 1 dzj SIstedyg Mlse O ts Lz
stceOdzd L Oydw &3d f tsistcj sfigdstg adgy,d3  foz®©d 1 1cdkOnsdizts &
slse jIsfise j dzdzsMis! sMisOah dCO LO SCOL Odzd |
Cslstster 7 dzgy Mtsslse jlsflsolzjls IstcjBtso Odzgd W d3 B
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ON THE ISSUE OF IMPROVING THE INFORMATION SECURITY

SYSTEM IN THE LOCAL AREA NETWORK OF THE ANALYTICAL

CENTER FOR TESTING WEAPONS AND EQUIPMENT OF THE
REPUBLIC OF KAZAKHSTAN

Currently, on the territory of the Republit KWazakhstan, there are military
test sites, which are intended not only for -Rdhle exercises of all types and
branches of military units and other military formations but also for testing
samples of weapons and equipment produced by enterprises deftleace
Industrial Complex.

In this regard, there is an urgent task to create an analytical centre for testing
weapons and equipment with an information control system and equipped with all
the necessary technical means, which will provide informatios comprehensive
assessment of the tactical and technical parameters and characteristics of tested
samples of weapons and equipment in conditions close to combat and in various
natural and climatic conditions.

At the same time, in the development procassyumber of requirements are
imposed on the information system related to its attributes, properties, and
gualities. At the same time, special requirements are imposed on the construction
of the information security system of the local computer networkerevtihe
information system will operate.

An information security system is understood as a set of documented
management decisions aimed at protecting information resources in organizations.

The absence of a modern, propdslyilt security system can lead to leakage
and loss of important information, which in turn will lead to the vulnerability of
the national interests of the state.

Information security is the security of information and pEuping
infrastructure from accidental or intentional influences of a natural or artificial
nature that can cause unacceptable damage to the subjects of information relations,
including the owners and users of information and supporting infrastructure [1].

At present, despite the huge number of works on the subject, it should be
noted that its theoretical knowledge is clearly insufficient, practical methods for
the formation of an optimal information security mechanism do not correspond to
reattime conditions.

Thus, information is the most important strategic resource of the state, which
IS interested in its security. In addition to the natural risks of losing information
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(equipment failure, natural disaster, etc.), there is a likelihood of thdfigbfy
confidential information. In this regard, the improvement of the information
security system in the local area network (LAN) is extremely relevant today.

Information security threat is a potential violation of the main qualitative
characteristics (@operties) of information during its processing by technical
means: confidentiality, integrity, availability [2].

Under the threat of confidential information, it is customary to understand or
actually possible actions in relation to information resoureesling to the illegal
seizure of protected information.

Information security threats do not manifest themselves independently, but
through possible interactions with the weakest links of the protection system, that
Is, through vulnerability factors [3].

Today, more and more attention is paid to improving the information
security system, as evidenced by the expanded legal framework, and related
modern methods in the field of information security. But there is one constant
problem: in addition to the devglment of information security methods, new
methods of stealing this information are being improved or appear.

Due to technological progress, all information in organizations is processed
using computer technology. For more successful work of employeestiopeal
exchange, flexible processing, and storage of information, LANs are being built.
As a consequence, a problem arises: the protection of information on computer
technology and information transmitted over the LAN.

Each threat entails certain damagroral and (or) material, and protection and
counteraction to the threat is designed to reduce its magnitude, ideaihpletely, in
reality - significantly or at least partially. But this is not always possible [2].

To solve this problem, informatioreaurity specialists during the construction of
the protection system and after its implementation must regularly analyse and
synthesize news related to attacks on information, be able to identify new threats, assess
risks and consequences. To be ablen fisks, new methods of protection to reduce
the risk of loss of confidentiality, integrity, availability to the optimal, selected value,
with the subsequent implementation of protective measures.

An information security policy refers to a set of docursethtat address
organizational issues, strategies, methods, and procedures in relation to the
confidentiality, integrity, and availability of information resources. The security
policy is based on risk analysishe process of identifying threats to thewsty of
the system and its individual components, determining their characteristics and
potential damage.

The ultimate goal of developing an information security policy is to ensure
the integrity, availability, and confidentiality of each informatiorotese.

In the field of information security, programs are used that allows you to
centrally manage protection processes, integrate various mechanisms into a single
system and allocate various roles for administering the protected system.

There are many wayto attack a LAN. One of the main tasks is to build
information security and protect information inside the LAN from unauthorized attacks.
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When building protection for computer networks, it is necessary to clearly
understand what methods and means ofegtain must be used. To solve a
specific problem of information security, methods or tools are produced by
classifying them.

Normative acts help to build a system of information protection within the
information system at the highest level, facilitating #mnalysis and selection or
development of the required protection means, since they contain the most optimal
classifications of possible channels of leakage and attacks, and also have a number
of recommendations for choosing the most optimal protectiomgmny different
situations.

Information protection activities to prevent leakage of protected information,
unauthorized and unintentional influences on protected information [4].

When building the required level of information security, a number of
prodems arise that require the use of analysis methods and specific organizational
methods and procedures for information security. The priority areas of research
and development in the field of information security both in our country and
abroad are:

- protection against unauthorized actions and differentiation of access to data
in information and computing systems for collective use;

- identification and authentication of users and technical means (including
cdigital signaturee);

- providing in communicatiorand data transmission systems, protection
against the appearance of disinformation;

- creation of technical system software of a high level of reliability and the
use of standards (international, national, corporate) to ensure data security;
information potection in a LAN,;

- development of legal aspects of computer security.

From the identified priority areas of information security development, it can
be concluded that the bulk of information in organizations is transmitted over the
network and processeauh centralized servers.

The main problems of information security can be divided into three groups:

- violation of confidentiality of information. Information stored and
processed on a LAN can be of high value for organizations and its use by others is
detrimental to the interests of the state;

- violation of the integrity of information. Loss of information (compromise,
misinformation). Valuable information can be modified or removed,;

- violation of the availability of information. Disabling or changitige
operating modes of the LAN elements. May lead to incorrect results, network
failure, or denial of service.

Information protection within a corporate network is one of the main tasks
that are resolved when building information security at an enterpiosdo this, it
IS necessary to delimit access to information between employees and prevent both
unauthorized access to data from inside the corporate network and from outside.
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When building protection, software solutions in the field of information
securty are used, which allow you to set up a security policy at the enterprise,
centrally manage protection processes, integrate various mechanisms into a single
system and allocate different roles for administering the protected system, but at
the same time sing software products to build a network protection system a
number of problems arise [5]:

extended control zonethe security administrator has to control the actions
of users who are out of his reach;

unknown perimeter- the organization's network isaglly expanded on
demand, which leads to the emergence of new data transmission paths, it becomes
difficult to determine the clear boundaries of the network;

complexity in managing and controlling access to the systeany attacks are
carried out withoutgaining physical access to a specific node and from a remote
location. After such an attack, it becomes problematic to identify the intruder;

many points of attackwhen transmitting information over a LAN, it passes
through various nodes, computer eaqugnt, routers, switches, modems, each of
which can be a threat to it;

the use of various software and hardware systems for protecting information
- when implementing various systems for protecting information, the vulnerability
of the system as a whole meases, possibly the appearance of a new security
breach, with incompatibility of the system settings;

hidden channels of information leakage it is possible to transfer
confidentiality of control information over a computer network to an attacker in
enciypted form or using a secure data transfer protocol.

It is worth noting that when transmitting information over a LAN, it is
processed at each node, according to the rules specified in the data transfer
protocol, and each node (router, switch, computes &ystem in which various
information processing rules may be present.

Thus, when transferring information within a LAN, a dual problem arises:
on the one hand, to ensure the security of information in a single system with
uniform information processingiles, on the other, confidentiality and availability
of information in a set of separate systems with different rules for its processing.
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